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Until recently, IT security has been viewed from dozens of related but separate
perspectives. That paradigm served us well for several decades given the lack of
automation and integration between networks and functional processes that existed.
That'’s all changing now however...

Today’s and Tomorrow’s enterprise environments are becoming increasing connected,;
intertwined, interdependent. Global organizations must manage these complex
environments across regions, supporting multiple functional domains. At the same
time, the threats against these environments and organizations have increased in
sophistication and frequency — nearly every infrastructure is now vulnerable to Cyber
attack.

Cyberspace empowers us, but it also opens up an entirely new set of issues for those
who must secure data, networks and operational capability.

So what exactly is Cyberspace?

» Generic Definition : Cyberspace is a ubiquitous domain characterized by the
use of electronics and the electromagnetic spectrum to store, modify, and
exchange data via networked systems and associated physical infrastructures.

» Cyber-warfare : Cyber-warfare (also known as cybernetic war, or cyberwar) is
the use of computers and the Internet in conducting warfare in cyberspace.

A New Reality : The truth is that “Cyberspace” is an ambiguous term grouping

together a hybrid set of capabilities enabled through various communications
technologies. Those capabilities viewed synergistically, though, extend beyond
the enabling medium/s.




Network defense and management for the past two decades has focused primarily
upon reactionary responses to security breaches or “exploits.” Determining whether an
attack has occurred is a forensic rather than a proactive activity.

Continuation of a reactive defense paradigm allows our adversaries to enjoy a more or
less permanent offensive advantage and leaves us vulnerable to novel attacks not
previously experienced and accommodated within our current defensive structures. In
other words, Situation Awareness without predictive and dynamic responsive
capabilities will continue to leave us relatively unprepared for the scenarios we are
likely to face in the near future.

Another facet of the problem relates to the nature of Network Defense and attack as a
collaborative activity. Network attack is and already has been collaborative in nature for
more than a decade; however most network defense implementations are still highly
segmented. This also provides a significant advantage in information sharing and
freedom of action to Cyber adversaries.

This becomes particularly important when we consider the relative complexity required
to support federated defensive collaboration as opposed to the relative simplicity
required to mount a coordinated, distributed attack. The natural advantage again
resides with our adversaries. This advantage is both technical and economic in nature,
which is why Cyber attack represents perhaps the lowest cost option for asymmetric
operations (i.e. the relation of the cost of organizing an attack versus the potential cost
of damage inflicted).

Over the past decade, Computer and Network defense has consisted of ever-
increasing levels of perimeter controls and sensors as well as identification and sharing
of specific exploit “signatures.” The exploits represent specific attacks at the OS,
application or network level and their signatures are derived from incident histories.
While this represented a major breakthrough when it was first introduced nearly a
decade ago, the incident focused perspective of network defense may now be hurting
us more than helping us prepare for current and future scenarios by obscuring a larger
invisible threat.

An analogy helps to place the issue in context — “while an army has specific
capabilities relating to its various weapon systems, training and logistics support
elements; ultimately it is an intricate combination of all factors that eventually become
synthesized into specific tactics and strategies.”

Incidents or exploits detected in network attacks are but individual elements within an
arsenal of Cyber-weapons or capabilities and by themselves are not as meaningful as
the manner in which they may be employed or orchestrated. Incidents are in fact part
of larger “Event Patterns” which may in turn be part of Cyber tactics and strategies.



Networks today represent more than transmission or transportation of data across
traditional telecommunications infrastructures. It is in fact becoming ever more difficult
to distinguish the nodes or network participants from the network itself. This is
particularly important when considering the notion of “Netcentric” weapons systems
and Command and Control management. In some ways the medium and the message
have merged and perhaps that's the definition of “Cyber” in contrast to the previous
paradigm of “Network” management.

One of the reasons that it has taken us so long to recognize the symbiosis of process,
content and infrastructure is the difficulty and expense that has been involved in
achieving the basic goals of deploying perimeter network defenses. While we move at
speeds generally measured in fiscal years our adversaries often develop innovations
from day to day.

The old notion of single domain or enterprise focused defense simply fails to recognize
our current environment and the likely scenarios which will be involved with cyber
warfare (either as part of traditional conflicts or as separate Cyber-conflicts). The Cyber
domain in fact now encompasses every other domain as the cross-dependencies with
technology deepen.

Comprehensive Cyber Security Cyber Security Challenge #1: Reactionary Posture
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The primary consideration in determining whether a solution can be classified as static
or dynamic is “flexibility.” In other words, can the solution be reconfigured or modified
to respond to a dynamic environment without undergoing significant redevelopment
(either at the logic level, data level or both). As we know from decades of IT
experience, extending a static system through integration is very time consuming and
costly. Yet Cyber threats change every day...

The problem encompasses both data and logic and each effect the other — usually
requiring complex modifications every time in both directions to achieve updated
capability. Most enterprises possess or utilize many individual static systems, thus the
complexity associated with static design can extend to n levels or directions. In most
cases, none of the static systems were specifically designed to operate in a larger
environment (outside of dependence on several key data imports or exports).

Another way to look at Static versus Dynamic solutions is to examine how various
systems and data support static versus dynamic processes or views of what's
occurring. The figure below illustrates that different systems can support or contribute
to static or dynamic views and they can be directed at different functional domains.

Comprehensive Cyber Security (CCS) Static versus Dynamic Solutions
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Cyber Security has fundamentally altered the previous IT security paradigm. This
becomes clearer through an examination of specific challenges facing typical
organizations today. The following represents the top 10 Cyber Security Challenges
we’ve encountered among typical organizations:

Challenge 1 — Converging Multiple Security Domains, Models & Architectures
Challenge 2 — Cyber Event / Pattern Recognition & Matching

Challenge 3 — Cyber Security Lifecycle Management

Challenge 4 — Attack Prediction & Recognition

Challenge 5 — Policy-based Configuration Management

Challenge 6 — Web 2.0 Content Management (“Cyber Assurance”)

Challenge 7 — Security Standards Integration & Enforcement

Challenge 8 — Dynamic Strategy, Tactics and Operational Support

Challenge 9 — Cyber Enhancement of Operational Capabilities

Challenge 10 — Cyber Survival: Redundant & Operational Contingencies

We will examine some of these challenges in more detail within the context of the CCS
practice construct to illustrate how our comprehensive approach can address the entire
scope of enterprise Cyber security.




CCS is Comprehensive Cyber Security — it is a methodology, a philosophy, a set of
related technical solutions and a professional IT consulting practice.

The practice of IT security has for too long been separated among functional
“stovepipes,” Cyber Security is a holistic enterprise security endeavor encompassing
all IT capabilities and architectures. Cyber Security is also more than a military activity
— it encompasses all agencies of government as well as the entire private sector.

Most importantly, CCS represents a major departure from how current Security
paradigms are viewed and managed. This paradigm shift is now being reflected in the
reorganization of this nation’s Cyber defense organizations and strategies.

The previous paradigm for network security or Information Assurance (IA) was
reactive, slow and disjointed. The future requires predictive anticipation, real-time
response and complex federated management and collaboration. Our CCS solutions
practice has been created to address this emerging paradigm — Utilizing the CCS
practice we provide clients with both solutions engineering and implementation support
for state of the art Cyber Security initiatives.

Comprehensive Cyber Security (CCS) The CCS Cyber Security Methodology
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One of the primary concepts behind our approach for the CCS practice is the
recognition of complex patterns both as a basis for Cyber attack tactics or strategies
and as a basis for Cyber Health mitigation or even offensive Cyber operations. Cyber
patterns are not only asymmetric, they are often asynchronous, which means that they
are potentially multi-dimensional. A Cyber attack could occur across time, across
geographic regions, across a diversity of targets using a variety of attack techniques
and still support a single set of objectives.

Cyber attacks can also be coordinated across nodes or attack units and exhibit the
same characteristics as above. The distribution of attack elements (or incidents, in this
case the incident represents a component of the attack event) across time and across
targets makes them very difficult to identify unless the results are immediately
catastrophic.

Cyber Events are comprised of patterns; those patterns are collections of related
incidents. Event-based attacks allow for synergistic effects which may be more
problematic to detect, mitigate or anticipate based upon current methodologies and
security infrastructures. There are also many patterns which may not inflict any harm
whatsoever in the near-term. Pattern management is at the core of both the CCS
Methodology and technical solution.

Comprehensive Cyber Security Cyber Security: Pattern-Based Attack
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What do databases, program logic, business process and program management all
have in common? All of these elements within a single enterprise should share the
same set of terminology and conventions. There ought to be a shared, unifying
foundation that logically binds all of these pieces together into one common picture.
This is seldom the case, though, and that fact is one of the primary reasons why
systems integration has traditionally been so costly, time consuming and ultimately
unsuccessful. The alternative is Semantic Integration.

For our CCS practice we've already built much of the semantic foundation that
underlies most generic Cyber Security scenarios. This all begins with a Taxonomy
and Hierarchy of Cyber activity elements. These elements build upon one another
and represent the mechanism by which Cyber attacks can be defined, patterned and
predicted. Some of the elements in the Taxonomy may be familiar, others represent
our unique solution approach to the problem space.

The Cyber Taxonomy also underlies and supports our unique Cyber Security Data
Reference Model (DRM) which allows us to translate our semantic foundation into a
data integration solution which can extend across communities of interest.

Comprehensive Cyber Security A Cyber Taxonomy - Building the Framework
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Where do traditional organizational capabilities end and Cyber capabilities begin? Is
there even a distinction any longer? This is the question that most large enterprises
are now facing and the answers aren’t clear-cut. It is reasonable to assume that
sometime in the near future most or potentially all capabilities or functional processes
will experience a “Forced Convergence” of Cyber & Traditional operations which will
essentially blend them into one. Right now we still have purely Cyber Operations and
Traditional Operations that have not been mixed yet — and we have mixed operations
which are at the early stages of evolution into converged operations.

The key point to keep in mind as this situation evolves is that Cyber considerations
can either enhance or degrade organizational capabilities. Cyber Security is charged
with ensuring that an organization can survive attack and assure that capabilities are
not otherwise negatively influenced by either direct manipulation or indirect service
level obstacles surrounding security procedures. Ultimately, Cyber Security will allow
for enhanced operational capabilities as well, especially for organizations dedicated
to managing security functions (such as the military).
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Every professional consulting practice is anchored by a dedicated methodology. We
have created a solution framework specifically for supporting all aspects of Cyber
Security. This methodology is based upon both the need to view all IT &
organizational processes holistically within a security context. The CCS methodology
is also based upon the foundation of Semantic Integration — a new approach for
facilitating Cross-Domain interoperability and collaboration.

The CCS methodology also helps us define the philosophy and over-riding principles
for all potential Cyber Security projects. At the heart of Cyber Security Management
is process definition, coordination and Lifecycle oversight. It is understood with CCS
that activities, programs, organizations, and even enterprises do not operate in a
vacuum, that they in fact represent elements within a larger continuum that requires
coordinated action to resolve emerging threats. This is also referred to as
Governance, but as governance within a shared context as opposed to a set of
functional, system or organizational stove-pipes. This methodology in turn is
supported by an automated and collaborative framework of tools, techniques and
dynamic knowledge designed to aid our project teams in delivering consistent quality.
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Our methodology is premised on the need for employing Lifecycle Governance in
some cases Lifecycle Management in others and Lifecycle Guidance for all
situations. The same methodology or governance framework can accommodate all of
these objectives. The approach can be applied to the project, program, domain or
cross-domain community level. We understand that for federation to work either from
a program management or technical solution standpoint there needs to be a clearly
defined set of expectations. All elements of the community must be prepared for
orchestrated action even if their immediate concern rests within their own enclaves.

Lifecycle Management for Cyber Security includes not just programmatic or project
considerations, but also a wide array of technical tasks such as network management
and oversight, enterprise configuration and asset management and security update
patching and coordination. The key differentiator though between traditional
approaches and our methodology is the ability to weave all of these within one
lifecycle composed of dependent or related sub-lifecycles.



The CCS Practice takes a holistic approach to managing all aspects of Cyber Security
within a continuous and connected “Cyber Lifecycle.” Each of the following CCS Practice
capabilities can be applied individually or used together for enterprise Cyber Security
management and oversight.

Practice Capability 1 — Cyber Security Strategy & M ethodology . This provides
process and lifecycle management and governance as well as dynamic, directed
strategy.

Practice Capability 2 — Cyber Semantics & Analytics . This capability represents
the foundation for our unique technical solutions. Understanding activity patterns
allows us to determine intent and respond properly to a wide variety of Cyber events.

Practice Capability 3 — Cyber-Security Federation & Collaboration . Cyberspace
is a community of organizations and individuals — its very nature contradicts the
notion that enclaves can be effectively isolated from the larger whole.

Practice Capability 4 — Cyber Network Operations (N ETOPS). This is where we
blend current architectures, capabilities and processes into a new approach for
cyber management as well as supporting a new paradigm for Cyber Operations.



Security has always been driven by Strategy, Operations and Tactics — Cyber
Security is no different. Cyber Security encompasses “Cyberspace” not only from a
traditional security management approach, but includes the emerging role of Cyber
operations as well. Given the evolving nature of Cyber Security, the ability to address
Cyber Strategy is the most logical place to begin providing comprehensive solutions.

The CCS Practice Cyber Strategy solution consists of the following core capabilities:

Application of the CCS Methodology - to any individual environment or
across federated environments. The CCS methodology is designed to
coordinate previously separate Cyber “Stovepipes.”

Enterprise Cyber Lifecycle Management — The CCS Methodology includes
the ability to deploy and manage complex Security Lifecycle coordination both
within and across organizations.

Enterprise Cyber Governance - The CCS Methodology also includes
program and project governance as well as the ability to govern dynamic
technical solutions once deployed.

Cyber Doctrine — As the arsenal of Cyber capabilities continues to grow and
the complexity of Cyber Security increases, many organizations will require
guiding principles upon which all other capabilities or actions will be derived
from. Doctrine differs from Strategy in that it is not dynamic in nature.

Cyber Operational Strategy - The day to day management of Cyber
infrastructures is becoming ever more dynamic. The ability to coordinate cross
domain operations requires clear definition of operational strategies. Those
strategies must also be dynamic and cannot be solely reactive in nature.

Cyber Operational Tactics — The key to ensuring a unified Cyber Security
management solution is the ability to define dynamic Strategy & Tactics in
context with one another — the tactics are more specific and subordinate to
strategies which in turn are derived from doctrine.

Predictive Strategy - This represents the ability to model and counter threats
before they're experienced.



Data without meaning has no value. Data that is interpreted too late to respond to a
situation has only forensic value. For too many years, computer network security and
information assurance practices have focused solely on forensic capabilities.
Semantics is the science of applying meaning — to symbols, to language, to data and
to events. If meaning can be mastered, it can then be portrayed effectively in
analytical displays. The combination of Semantic definition of the Cyber landscape
with innovative analytic engines provides us for the first time with the ability to link
multiple communities together in a proactive unified Cyber response, in real-time.

The CCS Practice Cyber Semantics & Analytics solution consists of the following
core capabilities:

(Attack) Pattern Definition — The beginning of the Semantic foundation is the
collection and / or predictive definition and provision (or definition) of attack
patterns.

Dynamic Threat Correlation — Attack elements are correlated against
patterns in real-time to help determine both the threat level as well as potential
actions. This becomes a pattern matching exercise; and more importantly, one
that occurs across multiple partner organizations.

Dynamic Incident / Event Collection  — Provides the ability to collect and
synthesize attack data as attacks are occurring (for use both in immediate
remediation as well as later analysis and reconfiguration)

Cyber COP — COP stands for ‘Common Operating Picture.” The ability to build
this atop a Semantic foundation allows for dynamic and community views as
well as comprehensive activity aggregation.

Cyber Enterprise Architecture (EA) — Enterprise Architecture is the blueprint
for infrastructure environments as well as the software and analytics which are
housed in those infrastructures. Our Cyber EA approach is built using the
same focus on Semantics — allowing for coordination from the ground up.

Intelligent Reporting / Cyber Health Dashboards — One thing that has
become abundantly clear over the past decade is that Cyber Security is a time
sensitive activity and that traditional security analytics are painfully slow. In
order to get ahead of the curve — there must be automated alerts and
warnings built into our Cyber oversight mechanisms. This Cyber Health
Dashboard can exist within or separate from a Common Operating Picture.
The Cyber Health Dashboard allows individual security managers to catch
activity real-time and then coordinate within their larger communities through
collaboration to reduce the impact of the attacks.



Cyberspace is a continuum, not a single destination. Any Security solution that does not
account for the nature of Cyberspace is doomed to failure before it even begins. Cyber
attacks today can consist of hundreds or even thousands of coordinated actions against
thousands of specific targets — yet be focused upon a single goal. To counter the potential
scope of Cyber threats now facing us, we need solutions that can manage related
environments in unison or coordination with one another — this is Cyber Security
Federation.

The CCS Practice Cyber Federation solution consists of the following core capabilities:

Development of Communities of Concern / Interest — The COI construct has
been in use now for nearly a decade — it provides a viable building block for more
complex and active community structures. These structures are vital for developing
federated response capabilities.

Dynamic Collaboration — Today’s information security often consists of one way
and asynchronous communication; often times top-down directives or bottom-up
incident reports. In order to mitigate attacks there must be a real-time collaboration
infrastructure and conceptual framework. Dynamic collaboration is the heart of
Federated Cyber Security Management. The goal is not to merely survive with a
handful of disconnected networks, but rather to prevent, mitigate and repel attacks
using a Federated shield.

Collaborative Incident / Event Collection  — There is great value in being able to
collect information as it is occurring from an array of locations / networks rather than
just one at a time. Only the full context of the attack potential will reveal the true
nature of the threat.

Cyber COP Collaboration — A Common Operation Picture is not merely an
analytic platform — when done properly it is also a framework for both collaboration
and lifecycle management.

Federated Configuration Management — If some parts of a security Federation
protect themselves and others don't then the weakest links provide entry points to
enable larger Cyber disruptions. Configuration Management of NETOPS
environments has always been challenging but now will become unmanageable
without more sophisticated capabilities. Configuration Management needs to be
both dynamic and coordinated across diverse sets of organizations / partners.

Collaborative Semantics — As with COls, the real power of our solution comes
with the ability to harness the expertise of the community. This begins through
community wide definitions of threats and attack patterns.

Response Orchestration — Informing partners what's happening is but one step in
a larger process. Response within a federation must be coordinated to thwart
attacks and mitigate potential damage.

$!



Nearly every major IT enterprise already has an IT security infrastructure. The current
security infrastructures for Network Operations (NETOPS) include the deployment of
hardware and software as well as oversight by a variety of security personnel (such as
network administrators and communications experts).This legacy capability is vital to any
future solution — it should not be viewed as something which has to be replaced in order
to achieve evolving objectives for improved security, but rather needs to be viewed as a
resource to be harnessed by those new solutions.

Our solution recognizes the need to maintain and integrate these capabilities into the
emerging proactive Cyber solutions of the future and to support Cyber operations.

The CCS Practice Cyber NETOPS solution consists of the following core capabilities:

Network Architecture & Design  — The practice of network design will undergo a
radical change near-term as it is understood that every network, no matter its
size, will need to take the larger community into consideration in both its structure
and daily operations.

Network Deployment — The ability to deploy new data centers or reconfigure
existing ones.

Network Consolidation — This represents one of the most pressing challenges
facing large organizations today. We specialize in developing Area Processing
Center (APC) and Network Service Center (NSC) consolidation constructs.

Network Management — Existing networks require constant care and oversight.
Even without design changes to those networks or data centers, the management
processes must be modified to achieve more proactive capabilities.

Frequency Management - IP networks are only one part of the much larger
Cyber spectrum. Phone, mobile, broadcast and satellite infrastructures are all now
very much part of Cyberspace.

Communications Management / IA°  — The medium and the message are often
thought of as different things; however in Cyberspace we must manage both. This
involves the ability to manage content from a security perspective and also to
ensure communications-related processes are operational within service level
parameters.

DIB Management — The Defense Industrial Base (DIB) is the commercial
counterpart to government and military networks. Solutions that ignore impact to
one sector or the other leave both vulnerable. This capability offers security
coordination between connected government and commercial networks.



Another way to help illustrate how CCS tackles security tasks and capabilities is to
contrast how our practice manages its capabilities and map that against the industry
standard definitions applied to IT security today. As might be expected, we aren't trying
to reinvent all aspects of IT Security, but rather highlighting a way in which they can all
be managed within a single paradigm.

ID | CCS Practice Category / Capability | Legacy Capability
Category 1 - Strategy
001 Doctrine / Strategy / Tactics Security Strategy
002 Cyber Assurance Certification
003 Risk Mitigation Risk Mitigation
004 Performance Engineering Service Level Agreements / Metrics
005 Cyber EA Enterprise Architecture
006 Cyber Awareness Training / Education
007 | Lifecycle Management / Governance Program Management
Category 2 — Semantics & Analytics
008 Intelligent Reporting Incident Reporting
009 Threat Correlation Test / Certification Reporting
010 Cyber Health Dashboards Situation Awareness
011 Common operating Picture Common operating Picture
012 Attack Pattern Management Forensics
Category 3 - Federation
013 Disaster Recovery / COOP Disaster Recovery / COOP
014 Identity Management Identity Management
015 Federated Cyber Management Enclave Management
016 Dynamic Collaboration Collaboration Management
017 Response Orchestration Enterprise Integration
Category 4 — NETOPS / Cyber Operations
018 Network Design & Management Network Management
019 Configuration / Asset Management Configuration / Asset Management
020 Penetration Testing & Analysis Penetration Testing & Analysis
021 Perimeter Defense Perimeter Defense
022 Edge Security Edge Security
023 PKI / Cryptology PKI / Cryptology
024 IP Transportation Management IP Transportation Management
025 Service / Application Support Service / Application Support
026 Helpdesk Management Helpdesk Management
027 Directory Management Directory Management
028 Incident Response Incident Response
029 Communications Management / 1A Information Assurance
030 Cyber Convergence Network Consolidation
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Converging Multiple Security Domains, Models & Arch itectures

Nearly every large organization has already had to deal with this challenge in some
fashion. This problem arises as previously separate enclaves or enterprises develop
their own requirements, policies and architectures to manage security. Inevitably, the
various enclaves are heterogeneous and extremely difficult to manage as a single
enterprise.

The CCS Difference

We address this challenge by developing a Cyber Security abstraction layer to
connect diverse organizational elements both at a functional and technical level. This
abstraction layer facilitates cross-domain interoperability for solution configuration,
Cyber (Situation) Awareness, Enterprise Analysis and reporting. All of this built atop a
shared semantic foundation tailored to the specific organization or community being
served. Our approach is unique in the industry in that we use the same cutting edge
technologies to manage both the programmatic and technical aspects of the problem.
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Cyber Security represents new challenges and new opportunities and for those reasons it
requires new solution approaches . We have built our Comprehensive Cyber Security
practice from the ground up in recognition of those impacts. The CCS Practice advantages
include:

The Ability to break through Security Stovepipes — Most providers are not used
to developing federated security solutions — their vision and solutions are limited by
the stovepipes they are used to managing. We've built our solution to
accommodate federated environments whether they are specified in requirements
or not.

A Proactive Security Stance — All of our capabilities are designed to provide ever-
higher levels of real time data and decision making capabilities to our clients. These
capabilities are radically different from existing infrastructures and must be
designed from the ground up.

The Ability to Leverage Legacy Capabilities within a new Solution Approach —
Our solution practice takes into account the precise steps nhecessary to
accommodate existing infrastructure within new solution paradigms. The integration
impact is understood up front — we never view new capability introduction as an
afterthought.

A Practice Built atop Innovation — We understand this simple truth, Cyber
Security cannot become institutionalized; it must become and remain dynamic to
counter evolving threats. This requires an entirely new methodology, like the one
we’ve developed and one that will need to evolve along with Cyberspace.

Incorporation of Tomorrow’s Technology rather than Yesterday's — One
reason that no one ever has been able to successfully anticipate or counter a new
cyber threat is because traditional technologies we’re not up to the task. New
Semantic technology and web collaboration capabilities have opened an entirely
new avenue for solution development.

For more information — contact:
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